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1.0 INTRODUCTION

The desirability of reducing life cycle costs of complex digital
systems is obvious. The mechanisms for accomplishing this reduction
and the approach(es) to seeking these mechanisms are not so obvious.
One approach which has been successfully taken by the Navy is the
utilization of standard modular hardware to minimize equipment sparing
costs by reducing the number and types of modules spared. In addition,
the use of modular digital hardware on mobile weapon platforms having
long duration missions precludes access to large spare equipment in-
ventories (e.g., ballistic missile submarines). Utilization of modular
digital hardware in such cases allows equipment repair to be promptly
effected and thereby increases system availability. Thus the Navy
standard modular hardware program such as the Standard Electronic Mod-
ule (SEM) program lead directly to life cycle cost reduction and in-
creased system availability.

The overall objective of this work is to explore ways to further
reduce digital system life cycle cost and increase system availability
through improved fault detection and isolation techniques. The particu-
lar approach taken in this study involves the use of built-in-test (BIT)
circuits at the replaceable unit level to facilitate fault detection
and isolation. Special emphasis is given to on-line, continuous BIT
approaches which are particularly appropriate for non-redundant (i.e.,
single string) systems with high availability requirements such as com-
munications systems, conventional weapon fire control, and surveillance
radar signal processing. In these instances off-line fault diagnostic
approaches which are possible with redundant systems cannot be used
because of the requirement for continuous system availability.

A further objective of this study is to provide modular system
designers with circuit modules that have integral built-in-tests which
result in maximum error detectability with minimum impact on the system
design itself. The increased power, thermal conditioning, space and
interconnections required by the BIT circuits should not limit the system
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designer's capabilities and options in realizing the functions neces-
sitated by system performance requirements.

Finally, it is an objective of this study to consider module
built-in-test alternatives which are, in some sense, "standard".
That is, it is a goal to design and specify as few unique BIT circuits
as possible to be used in multiple ways to provide on-line, continuous,
non-interfacing fault monitoring at the replaceable module level. A
discussion of the issues relevant to achieving non-interfering continu-
ous, fault monitoring with standard built-in-test techniques is included
in this report.

1.1 Scope

The scope of this work, within the broader objectives given above,
can be indicated by a series of questions. Considering a functional
module family

(1) What approaches can be taken to provide module level BIT,
(2) What is the cost involved, and
(3) How effective is the resultant fault detection?

These questions form an initial sense of direction and work statement.
Later in this report, by looking a 1ittle deeper at the complexities,
additional objectives and more explicit concerns will be defined. The
strongest immediate concern in view of the contract requirements, is the
idea of standardization.

(4) cCan the BIT circuit approaches be both standard and universally
applicable to all functional digital hardware modules?

The following section outlines the assumptions, approach and progress
of work relating to the pursuit of the answers to these four questions.




1.2 Technical Assumptions

It is essential to establish the explicit ground rules which define
the testing environment and beginning point for this report. This work
will focus on those issues and concepts which are relevant to all func-
tional digital circuit modules. However, the answers to the four ques-
tions posed earlier are initially sought specifically for the Quick and
Easy Design (QED) modules [1], [2].

The environment in which BIT circuits of interest will be examined
consists of systems configured from QED modules. These systems will be
assumed to have passed a suitable acceptance test. A suitable acceptance
test is defined as a test which removes

(1) Design errors,

(2) Manufacturing errors,

(3) Software errors, and

(4) Which verifies all performance specifications.

Understanding the status of a system prior to the maintenance task
helps to establish the type of faults which are to be considered. The
fault model describing the faults which the BIT will be expected to detect
is the solid fault(s) which produces results (data or status) differing
from the desired results. Intermittent faults, if they are detected, will
be indicated to the system as hard failures. The fact that the fault model
does not include intermittents implies that no attempt will be made to
detect intermittents specifically.

For the test environment and fault model as defined, the test

objective is to

(1) Detect failures by monitoring performance with BIT circuits,
(2) Diagnose the failure to a QED module, and
(3) Remove the fault manually with the aid of a visual cue.




The BIT circuit defined to meet the above criteria might be conceived
from either a short-term, mid-term, or long-term point of view with respect
to packaging constraints. The near-term demands that the proposed cir-
cuit fit within the package and pin availability of the existing QED
hardware implementations. A mid-term view would allow the use of currently
available devices and repackaging of the present implementation to allow
for any necessary changes due to the inclusion of the BIT hardware. The
long-range view carries with it the additional possibility of utilizing
LSI technology. The long-range view allows at least two further options.
First, the BIT, if it can be expected to be widely utilized, can itself
be defined as an LSI package(s). This would provide for some projected
gain in both lower cost and high reliability of the BIT circuits. The
second option would be o consider the BIT as part of the same LSI pack-
age which might contain the QED module. This later option may yield the
greatest gain in both lower added cost and reliability.

The primary objective of the work reported here is to investigate
and define feasible BIT approaches in the context of the mid-term or
long-term views given above. For that reason package technology and pin
availability are not taken as binding constraints. There is, however,
every effort made to meet the guidelines defined by the QED maintenance
plan presented in [3].

1.3 Organization of the Investigation

This study is organized to accomplish the contract objectives’through
a simultaneous, two-part approach to the functional module built-in-test
problem. The first part considers module BIT from an overview or "top-down"
standpoint. This effort emphasizes problem definition in conjunction with
BIT cost and performance measurement. In this portion of the study special
attention is given to defining areas of life-cycle cost which can be reduced
through improved fault detection techniques. Closely akin to this effort is
the definition and quantification of appropriate measures of BIT effective-
ness, cost and the corresponding reljability impact.

The second part of the investigation considers specific approaches to
BIT for the QED modules. This "bottom-up" analysis of functional module
built-in-test alternatives effectively illuminates the real-world problems




of fault detection and localization at the module level. An important
aspect of this part of the study is an enhanced understanding of the BIT
circuit standardization problem. The cost and effectiveness of the BIT
circuits recommended for the QED modules are evaluated through the use
of an example subsystem.

1.4 OQOrganization of this Report

The intent of Section 1.0 is to set the stage for all that follows.-
This is done by establishing the scope and assumptions underlying the
study in Section 1.1 and Section 1.2 and by identifying the goals, ob-
jectives, and constraints.

Section 2.0 presents some material which is important in a general
and conceptual sense. The taxomony of approaches to BIT given in Section
2.1 provides a framework for the specific BIT approaches to the QED mod-
ules presented in Section 4.0. The analytic measures discussed in Section
3.0 are applicable across the range of BIT approaches and modules. In
Section 2.5 specific approaches to standardization of BIT are discussed
as general concepts. The presentation of these concepts helps to clarify
some of the rationale applied in deriving the detailed circuits described
later.

Section 4.0 focuses upon the results of investigating BIT approaches
for the specific QED modules. Each QED module is discussed in this
section and one appropriate BIT approach is recommended and evaluated
using the criteria presented in Section 3.0.

Section 5.0 describes the application of the recommended module BIT
approaches to an example system. In particular, a non-recursive digital
filter in the form of a fast Fourier transform (FFT) processor is used
to illustrate the reduction in Mean Time to Repair (MTTR) possible with
module level BIT. Included in this discussion is a comparison of system
mean time to repair with and without the recommended BIT.

Section 6.0 summarizes the results of the study including the recom-
mended BIT approaches and measures of effeétiveness. The report concludes
with recommendations for further work in built-in-test.




2.0 RELEVANT BIT CONCEPTS

Prior to reporting specific results there are some relevant issues
which are general in nature and germane to the built-in-test considerations
at hand. It is important to characterize and categorize the BIT approaches
in breadth prior to becoming too involved in the details of specific
approaches. This is done in the following subsections.

One of the most difficult aspects of specifying one BIT approach
over another is the quantification of its effectiveness. The original
task description for this study defines a set of measures which may be used
to quantify BIT effectiveness. Section 3.4.3 outlines some other suggested
measures which may be considered in evaluating BIT. Finally, since one of
the four primary questions to which an answer is sought has to do with

standardization, Section 2.5 deals with some of the potential pitfalls and
contradictions particular to standardization which should be considered.

2.1 Taxonomy of Approaches

There are a number of BIT approaches which adhere to the assumptions
of this work as outlined in Section 1.0. The purpose of classifying and
characterizing BIT approaches in a general way is to give visibility to
those approaches not considered in detail. In pursuing alternate BIT
approaches, there are a number of properties and attributes to which the
classification might be tied.

In the past, two primary testing objectives have been identified.

They are detection and diagnosis. Since, for the purposes of this work
the circuit is on a module and diagnosis to the module level is desired,
there is almost a direct correspondence between the level of detection and
the desired level of diagnosis. Therefore, very little distinction is
drawn between detection and diagnosis in this study.

Another general characteristic of testing circuits is the ability to
control the unit under test including test value insertion, monitoring of
outputs, and verification of the actual results against the correct results.
As a matter of convenience, monitoring and verification are usually
considered as part of the same capability. These attributes are often
referred to as controllability and observability. In this context, con-
trollability implies an active capability, while observability (monitoring)
is passive. These attributes provide the first dichotomy in categorizing




BIT approaches (Figure 2.1). Notice that the definition of active versus
passive BIT is related to other definitions frequently found in the liter-
ature of on-line versus off-line BIT.

An on-line test is any test of normal operational circuits which is
concurrent with, and which at no time preempts or degrades, operation of
the tested circuit. Continuous on-line monitoring is referred to through-
out this report as concurrent fault monitoring. An off-line test is any
‘test of operational circuit which preempts or interferes with normal circuit
operation.

The following section presents detailed active versus passive BIT
considerations.

2.2 Passive BIT

The passive BIT circuit is strictly a monitor. For purposes of this
discussion, the level of monitoring is taken to be at or within the QED
module. There are three important characteristics demonstrated by a
monitor. The first of these is the ability to validate output results
from input patterns. This property or characteristic will be referred
to as input coverage. Input coverage is defined as the ratio of the number
of input patterns whose outputs can be validated divided by the total
number of input patterns possible. For a more detailed description and
utilization of the idea of input coverage, see Section 3.4.3.

A second important characteristic of a passive BIT is its function
coverage. The function coverage characteristic of passive BIT provides a
measure of the number of module functions which are monitored. Function
coverage is defined as the ratio of the number of functions monitored by
the BIT divided by the total number of functions in the module. This idea
is expanded and used to define parameters in Section 3.4.3.

The third passive BIT characteristic, which is considered less often
in the literature, is the idea of cycle coverage. Cycle coverage is defined
as the number of module cycles which are monitored divided by the total
number of module cycles possible. Cycle coverage is also discussed in more
detail in Section 3.4.3.

One can see then, that from these three characteristics, the basic
idea of a monitoring capability can be defined. With respect to the
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overall taxonomy shown in Figure 2.1, these three characteristics are
prevalent to varying degrees in all of the approaches shown. This
measure is developed further in the following section.

2.3 Active BIT

Active BIT includes a test pattern generator in addition to the mon-
itoring described earlier. A characteristic important in distinguishing
approaches to active BIT can be identified by the terms "decentralized"
and "centralized" test input control. Decentralization and centralization,
with respect to modular systems, may be viewed at various levels. It is
also possible to identify decentralized test generation schemes at a
higher than a module but lower than a system level. Decentralized test
control is used here to mean that the test generation capability is pre-
sent at the module level. The decentralized control may be characterized
by the following:

(1) Has self-test capability;
(2) Requires isolation from other system data; and
(3) Requires some type of synchronization with system functions.

It is conceivable that, in a system utilizing decentralized tests,
some modules might be under test while others are in active operational
status. This case, at least for the present time, will not be considered.
However, the impact on BIT of system synchronization and control for a
system built of functional modules must be considered.

A significant complexity is added to the system when the testing
mechanism requires isolation. Figure 2.2 shows a picture of the isola-
tion required to allow a decentralized test pattern to test a module and
not affect another module's activities. Not only is this isolation
circuitry a significant overhead hardware requirement, but it places
additional delays in circuit modules in the normal operational path flow.

Centralized test control moves the testing function to a single
location. It is possible (and even desirable) to provide for centralized
test insertion and decentralized monitoring. Centralized test control
may be typified by the fact that the pass/fail signals from the module
monitors are examined in a central facility.
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The attribute that distinguishes active BIT from passive BIT is, in
fact, simply a test generator. It is a non-trivial task to determine a
meaningful test set (i.e., a set of input test vectors) for each module
in a system. However, once that test set has been determined, it is
generally not particularly difficult to develop hardware to present the
test set as input conditions.

2.4 Monitors

The common aspect of passive and active BIT is the monitor circuit.
There are a number of approaches which might be considered when defining
the monitor circuit. The following discussion describes a number of
options which have been considered.

2.4.1 Replication

One of the major approaches to monitoring at any level is to replicate
the whole or a part of an operational circuit and then compare the result
of the two simultaneous computations. This technique may be done in
many ways for any particular module. Figure 2.3 a, b, and ¢ shows three
examples of replication at various levels for a particular module. Each
of these approaches has 100% input coverage, 100% cycle coverage, and
varying degrees of function coverage with respect to the module level
being monitored. 1

2.4.2 BIT Coding

Another approach quite similar to replication is the use of coding.
A typical format for a coding based monitor is shown in Figure 2.4. The
primary idea here is to find a code which can be compared in lieu of the

full data result. The motivation for use of BIT coding is a monitor which
may be nearly as effective but less costly than replicating and comparing

as shown in Figure 2.3.

Monitoring performance through the use of error detecting codes
introduces a subtle distinction not adequately characterized by the three
ideas of input, function and cycle coverage. This can be understood by
thinking of parity as a code checking device. While 100% of the input
patterns may be monitored for 100% of the time, it is clear ir the case

1
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of parity that one would be reluctant to say that there was 100% monitor-
ing of the function fault behavior. The idea is that there are certain
errors which will in fact disrupt normal results but will not appear in
the coded form.

2.4.3 Known Result

The preceding two monitoring approaches are characterized by the fact
that the desired answers for particular inputs are not known a priori.
This places a computational demand upon the monitor to determine a correct
answer to be used as a basis of comparison. It is possible to do monitor-
ing of a simpler form when the desired answer can be established ahead of
time. Since this case is more restrictive, one might suspect the effective-
ness is somewhat reduced. The motivation for pursuing this idea is based
on the expectation that the cost of such a monitor would be significantly
lower and its applicability more universal than the replication or coding
approaches discussed previously.

An example of a known result approach is shown in Figure 2.5. Since
the total range of possible computations is large, there is motivation to
provide fewer stored results than possible computed results. In this
example the monitor checks for special cases of input occurrence, and,
rather than compute a result to use as a comparison, a stored result is
used. With a careful selection of input patterns, significant checking
of the circuit performance can be accomplished.

As an aside, it should be noted that the effectiveness of this approach
depends in large part upon the arrival of those special input cases at the
module. In the case of a passive monitor, no control over the input set
may be exerted. Therefore, the overall effectiveness of the known result
monitor approach is a function of the data presented to the module under
named system operation.

2.4.4 Emulation

To extend the idea of partial coverage, consider Figure 2.6. In this
particular approach the cycle coverage is reduced from 100%. The basic
operation of the monitor is to sample with particular attention given to
the timing relationships between the input and the output. The sample
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monitor then computes, based on the input, its version of the output, and
compares that to the sample output to determine the status of the network.

The primary motivation for considering this approach to passive BIT
is that this particular task (that is, sampling and computation), is well
suited to a programmatic passive monitor. A programmatic passive monitor
could be utilized in a standard configuration to monitor a wide variety of
processing elements or module functions.

Although an increase in flexibility of application is gained from use
of programmatic devices, there will often be an attendant reduction in
speed. Therefore, the concept of sampling becomes imperative since the
programmatic monitor cannot, in general, perform computations in the same
time frame as the operational modules in question.

The difficulty encountered in both the known result and the sampled
monitoring approaches is that it becomes somewhat more difficult to define
the effectiveness of this type of monitoring. This problem is addressed in
the extensive discussion of BIT measures given in Section 3.0.

2.4.5 Vital Sign Monitor

One last possibility which is mentioned here is the idea of monitor-
ing of vital signs. A vital sign monitor observes a fairly restricted por-
tion of a circuit for presence or absence of a desired behavior. Two
examples are, power level monitoring and basic oscillator activity. It is
conceivable that this approach might be formulated and perceived as fall-
ing into the above categories. However, it is mentioned here to give added
visibility to the range of possibilities when considering BIT approaches.

2.5 Meanings of Standardization

The objective of this section is to examine the interpretations
which may be applied to the meaning of standardization. The intent of
standardizing BIT circuits is to establish test hardware which can be
used routinely to provide a certain level of testing confidence, that is,
to establish BIT capability as part of the normal design procedure.

The idea of applying this definition at various levels is shown in
Figure 2.7.  Standard BIT hardware at various levels of complexity is
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analcaous to the problem of standardizing electronic modules. The QED
modules reoresent one choice as to the level of complexity which is
desirable for standard modules.

| Standardization Continuum

l I I
I | |

A Standard BIT
Circuit to Check
A11 Types of
Packages

A Standard BIT
Circuit to Check
A11 Subfunctions

A Standard BIT
Circuit to Cneck
A11 Modules

A Standard
BIT Circuit
to Check All

Systems
Figure 2.7 Levels of Standardization
Now consider what standardizing BIT means with respect to QED
modules or other functional modules with similar attributes. The far

right represents the Utopian approach valid for all systems.
right of center of the spectrum portrayed in Figure 2.7 resides the idea
of a single BIT circuit (the standard) which is suitable for use with
Farther to the left is the identification of a lower level
BIT circuit designed to be used in conjunction with the occurrence of

all modules.

functions which are sub-elements of a module family and finally BIT

standards associated with packages.

which can be personalized to a specific task is sufficient but not

The idea of a single BIT circuit
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necessary to the intent of standardization. The existence of a general
purpose BIT circuit at the module level is far more 1ikely than at the
package level because of the inherent overhead required by generality.
The point can be made then, that the level and number (hopefully small)
of BIT circuits do not of themselves violate the precept of standard-
ization; what is fundamental is that the rules for the utilization of
these BIT circuits in a design be procedural. A corollary to this is
that if the BIT procedures are followed a certain level of testing and
fault detection will be achieved.

Let us examine for a moment the projected utilization of the BIT
independent of the level of solution. In the mid-term (as defined in
Section 1.2) the selected BIT circuits can be implemented with conven-
tional packages and the QED cards reconfigured to include the added
hardware. In the long term there are two possibilities which may be
appropriate. One possibility is that the BIT circuit(s) could be
defined as a MSI or LSI package(s). These special packages would then
be incorporated into the QED module implementation. This approach would
require fewer chips and would have better failure rate characteristics
than an implementation using conventional packages.

A second long term view would include the BIT circuits as part of
the functional module definitions and would realize the entire unit as
an LSI package. The range of interpretations of standard taken earlier
can now be examined in light of the projected mid or long-term utiliza-
tion envisioned.

The use of standard to mean one circuit as opposed to several
circuits for an entire module family is of primary importance only if
the intent is to define MSI or LSI packages explicitly for BIT functions.
Then perhaps there is an advantage to defining fewer new packages. Even
then if the anticipated demand for BIT packs is large enough, there is
little distinction between one and several distinct types.

When the BIT level is at the module or lower as it is here, then
if there is an on-going effort to specify and design modules, it probably
is desirable to have fewer BIT circuits with which a designer must deal.
This is analogous to saying that designing with TTL would be easier if
there were fewer types of packages. From this analogy, it can be seen
that there is some balance between the simplicity of fewer types and
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the capability and richness of wide selection. If few will do the job,
then few are desirable but if and only if those few do the job.

The net outcome of this argument is to conclude that the identifi-
cation of a standard BIT circuit does not offer much reward over
providing a fairly small number of BIT circuits for a range of
functions, with perhaps a handbook to define their preferred
utilization.

The specification of BIT approaches for the QED family presumably
is a more or less one-time task. The identification of BIT approaches
for other sets of modules can then be logically extended from these
specific examples.

2.5.1 Standardization of BIT for QED Modules

The possible interpretation§ of the meaning of standard were
described in the preceding section. The purpose of this section is to
summarize and make as explicit as possible the meaning of standardized
BIT as it applies to the QED modules.

The explicit interpretation which is applied to standardizing BIT
is very strongly determined by the on-line versus off-line nature of the
BIT approach. This section is organized around the three major classification
categories defined in 2.1; i.e., continuous on-line, sampled on-line, and
off-line. The continuous on-line standard approaches are at a lower
level functionally than the others. Specific contributions to this category
will continue to be evolved as part of this study.

2.5.2 Continuous On-Line Standard BIT Circuits

No single standard module level BIT circuit has been found which
can provide continuous on-line monitoring for a family of functional
modules with propagation times in the range typified by the QED set.

In order for a single standard to be suitable for an entire family,
it must be capable of being personalized. The only practical way to
provide a wide variance ( as in a functional family) of changeability is
through programmatic techniques. The major conflict which this creates
is the resultant speed discrepancy between the operational hardware
module and the programmatic monitor.
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It can be seen that, if there existed a general device which
could be programmed to adequately monitor a family of modules at full
operating speed then, this general monitoring device would be a candi-
date to replace the entire module family with one standard device. The
conclusion is then to argue by contradiction that no such device exists,
and hence emphasis should be placed on identifying a functionaliy lower
level set of circuits to perform BIT within modules.

A possible sample BIT monitor realization that comes to mind is
a microprocessor. In order to fully understand the ramifications of
this approach for module level built-in-test, a study has been conducted
in which a candidate microprocessor sample monitor design is applied
to a particular QED module. The results of this study are presented
in Appendix C.
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3.0 ANALYTIC MEASURES FOR COMPARISON AND EVALUATION OF BIT APPROACHES

The basic intent of the built-in-test circuits of concern in this
report is to provide fault detection and diagnosis to a module Tevel
with a visual cue and/or a pass/fail logic indication to a system built-
in-test equipment monitor. There is no automatic repair or reconfigura-
tion intended at the present time.

The maintenance concept for QED modules identifies the major guide-
lines under which BIT must function and gives insight into the strategic
decisions made in formulating an overall maintenance plan [3]. The purpose
of this section is to give or derive some of the analytic measures suit-
able for making decisions as to the specific approach for BIT to be taken
within the framework of this overall maintenance plan.

3.1 Basic Assumptions

The BIT circuitry envisioned here is anticipated to exist as part
of the QED or other family of functional digital modules. It is
intended to monitor and validate module operations and provide a go/no-
go indication. The level of diagnosis in this situation is synonymous
with the detection level. The case of module~level BIT which has off-
line test insertion capability is considered to be unlikely for reasons
discussed in the section concerning active BIT.

Module performance validation will focus on the detection of func-
tional faults as opposed to electrical or timing faults. This basically
identifies logic faults (gate behavior changes) which alter the output
from a desired value. Transients will not be filtered at the module
level. If a transient causes an error which is detected, then the no-go
indication will be given.

3.2 Goals

For the type of monitoring circuits being considered the designer
must be able to evaluate both the cost and effectiveness of various BIT
schemes. The cost measures, involving time, space, power, and reliability




as defined for this report, are given in Section 3.3.

An important aspect of the analysis comes in trying to quantify the
fault detection performance of a particular BIT approach. The primary
goal of Section 3.4 is to define the measures used to evaluate the
effectiveness of the recommended BIT techniques.

Section 3.4.3 suggests other performance measures that give additional
information about the completeness of the BIT fault monitoring. These
measures are included because it is apparent that the present performance
criteria are not totally adequate for determining the overall effective-
ness of on-line, concurrent fault monitoring techniques.

3.3 Cost Criteria

If a broad interpretation is applied to cost, then there are a
significant number of parameters which might be considered. This report
focuses on cost parameters in four basic areas: 1) time, 2) number of
packages, 3) power consumption, and 4) reliability. Each parameter in
each of the basic areas will be defined in the following subsections.

3.3.1 Time

The time required to apply an n-cycle off-line test is a measure of
the amount of time the module is used for self-testing and is not avail-
able to do normal processing. This parameter is defined as follows:

Number of Cycles for Test = The number
of clock periods necessary to perform an
off-line module self-test. (3.1}

The actual cost in lost processing time is dependent on the specific appli-
cation, since in many systems there are times when a module is idle. This
time can be used for module self-testing with no reduction in overall
processing capability. However, except for the microprocessor module,

none of the BIT techniques recommended in this report involve an off-line
test method; therefore the number of cycles for test for all modules
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except the microprocessor will be zero.

3.3.2 Number of Packages

The number of integrated circuit packages required to implement
the recommended BIT approach must be determined. The basic idea of this
parameter is to describe the portion of the module that is identifiable
as BIT circuitry. This measure, expressed as a percentage is defined as

Ratio of BIT Packages to Total Module Packages =

100 - [Number of Packages in BIT]
Total Number of Packages (including BIT)

(3.2)

The strongest tie to actual cost in terms of dollars and space is
given by package count. The final cost of a board assembly is usually
less sensitive to the cost of a package than it is to the cost of placing
the package on the board. Size is also somewhat more related to
packages than gates or other circuit complexity measures.

One can develop a scaled package count with the pins per package
as a scale factor. This approach holds board space as the most important
aspect of this measure, although larger packages do tend to cost more.
While this is a defensible argument, it seems that, for the added
difficulty, little additional information is gained.

3.3.3 Power Consumption

The determination of the power consumption of the BIT circuitry
can be treated in a straightforward manner. Even at the functional design
stage, a fair estimate may be made as to the explicit packages required
for a particular BIT approach. Once this is done, the typical DC power
requirements for the required packages may be summed to obtain the total
BIT power requirements. This leads to the following definition

Power Consumption of BIT = :2:: PBi
i

(3.3}
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where the sum is taken over all of the packages in BIT and PBi is the typical
pewer consumption (product of typical current and typical voltage supply)
for the i-th BIT package.

Another cost measure was defined to give an indication of the
proportion of the power consumption of BIT relative to the whole module.
This parameter, expressed as a percentage, is defined below

Ratio of BIT Power Consumption to Total Module
Power Consumption =

100 -° 2: PB.
i 1 (3.4)

YIS PB,

J J i

where PBi is the typical power consumption of the i-th BIT package and ?
is the sum over all of the BIT packages. PMj is the typical power
consumption of the j-th module package (non-BIT), and § is the sum over
all the non-BIT module packages.

3.3.4 Failure Rate

The addition of hardware to affect fault detection without repair
adversely affects the reliability (MTBF and failure rate) of the module.
This is tolerable only if the added circuitry improves the repair time
and hence system availability. The purpose of this measure is to
indicate the impact of the BIT on the MTBF or failure rate. It is much
more difficult to quantify, without extensive system operational field
data, the resultant mean-time to repair (MTTR) improvement.

The failure rates(FR) for individual packages found in QED modules
are summarized in Appendix A. The failure rate for each QED module has
been derived using the sum of component failure rates and is given in
reference [4]. This simplication, which judges packaging (primarily
connector) failures to be small with respect to component failures, can
be utilized for the BIT circuit calculations.
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The failure rate of the BIT circuit is the sum of the failure
rates of the BIT packages. The measures used to express the failure
rate information are defined as

2

j j? (3.5}

; FRMJ. * ZFRB]., (3.6)

i

Failure Rate without BIT

Failure Rate with BIT

where FRMj is the failure rate of the j-th module package or discrete
component (non-BIT), and L is the sum over all of the non-BIT
packages and discrete components. FRBi is the failure rate of the i-th
BIT package or component, and f is the sum over all of the BIT packages
and components.

To indicate explicitly the relative proportion of the BIT failure
rate to the failure rate of the whole module, a new cost measure was
defined. This parameter, expressed as a percentage, is defined below

Ratio of BIT FR to Total Module FR = 100 ° %: FRBi (3.7)

b3 3
TR, + % FRB,

where the variables are defined as above. The mean-time between failure
(MTBF) is related to the failure rate by

poc]
MTBF = (3.8)

3.4 Performance Criteria

This subsection is concerned primarily with understanding how "good"
a job a particular BIT approach does. Clearly a sound quantitative
measure is required if reasoned decisions are to be made. The nature of
complex digital systems testing is such that something more than intuition
must direct decision making. The focus of this section will be on BIT
with a passive monitoring function only. However, many of the ideas and

results can readily be applied to the evaluation of active BIT capable .of
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input control (test word insertion).

The two performance measures used in this report are percent of
packages monitored and percent of gates monitored. These measures
generally correspond to two other measures sometimes used, namely, per-
cent of function tested and confidence level, respectively. The measures
used in this report are intended to have names that suggest their
definitions and to be defined more explicitly than previously used measures.

3.4.1 Percent of Packages Monitored

Fault monitor coverage can be related to the percent of the total
module packages monitored. This performance measure is defined as

Percent of 100 - Number of Packages Monitored(Including BIT)
Packages Monitored =

Total Number of Packages(Including BIT)
(3.9)
A package is said to be monitored if faults within that package that

cause an erroneous result cause the pass/fail output signal to indicate
a fault. In practice this definition is relaxed somewhat to include all
those packages in an array whose "data" outputs are fully monitored, but
have a small number of “status" outputs which are not verified. (Example:
a string of counters whose final ripple carry output is not checked.)

3.4.2 Percent of Gates Monitored

Because of the wide range of integrated circuit complexities within the
TTL family used to implement the QED modules, a more realistic indication
of the percentage of total possible faults that can be detected may be given
by the measure defined below.
10024 6,

Percent of Gates Monitored = ____j____l (3.10)

3.
where 61 is the number of equivalent gates in the i-th package, and
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is the sum over all of the monitored packages (including BIT). % s
the sum over all of the module packages (including BIT). A package is
defined as monitored in the same manner described above. In determining
the percent of gates monitored it is possible and even desirable to

look at the individual gate level diagrams of the partially monitored
packages, decide how many gates are indeed monitored with each BIT
circuit and add these numbers to the numerator of the definiticn. This
approach was not taken because the additional accuracy is not essential

to the objectives of this study.

z
i

3.4.3 Other Possible Performance Measures

Since the monitoring circuit considered here is passive, it cannot
initiate a test for the presence of a given fault. Therefore, it seems
reasonable to only attempt to measure how effectively it will monitor and
validate module results given the data inputs which occur. The name
monitoring capability index (MCI) is chosen for the measure to be defined
subsequently. It is important to understand that a high monitoring
capability index and a valid Bass/fai1 line indicate proper module opera-
tion only for that portion of the module that the inpdt word set has
exercised. Under these conditions the user can be confident that the
output data is valid, but the user should not assume that the module is
fault-free. The MCI indicates the potential to detect failures given
the input conditions necessary to produce detectable errors.

The level of monitoring capability depends upon three things:

(1) The percent of the function monitored (function coverage);

(2) The percent of the module fault conditions which can be
detected given proper inputs (fault coverage), for the
monitored portion of the circuit, and

(3) The percent of time that the results are monitored (cycle
coverage).

Each of these three properties is now described in more detail.
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3.4.3.1 Function Coverage

A package is said to be covered if all of its inputs or predecessors
of its inputs are monitored and its outputs or successors of its outputs
can be monitored and verified.

In order to develop some scale of monitored versus unmonitored
behavior it is necessary to count packages, gates or another quantity.

In fact, the number of faults which fall within the monitored area would
be of highest interest. It is often difficult to provide this number.

A reasonable compromise is to use failure rate as a scale of fault
presence and to define the percent function monitored (PFM) as

_ FR of covered packs - 100
PFM = FR of the ModuTe (3.11)

Both of the FR numbers include the BIT circuitry itself.

3.4.3.2 Fault Coverage

An example of complete fault coverage is given in Figure 3.1 and
partial input coverage which may result in partial fault coverage is
shown in Figure 3.2. The BIT of Figure 3.1 does all that the operational
mcdule does for every input combination and this will detect all faults
assuming no failure of the BIT. The approach demonstrated in Figure 3.2
is motivated by its flexibility and reduced expense. However, only a
limited number of input cases are checked by the monitor. Hence,
presumably less than full fault detection results. A parity checker is
an example of 100% input coverage but less than 100% fault coverage.

In the most detailed view of this parameter, the fault coverage is
more dependent upon coverage of input values which check a large number of
faults than inputs which do not check many faults. That is to say the
index is a measure of the number of faults which can be monitored
with respect to the total number of faults. A weaker measure, but one
which is easier to obtain, is to count the number of input cases which
can be monitored versus the total number of input cases. In general, the
number of input patterns required for a complete test will be smaller than
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the total number of input patterns but harder to determine. These two
points of view are summarized by the following definitions:

Percent Input Coverage (PIC) =

100. Number of Inputs, I, for which f(I) can be Verified

(3.12)
Total Number of Inputs for which f(I) is Defined
and
Percent Fault Coverage (PFC) =
100. Number of Faults which can be Detected (3.13)

Total Number of Faults in f(I)

3.4.3.3 Cycle Coverage

For a module which monitors values continuously in time (as was the
case in Figures 3.1 and 3.2) the present cycle coverage is 100%. When
a sampling scheme is used (Figure 3.3), then there will be results which
could be verified (with respect to fault coverage) but will not be because
they are not sampled.

The primary motivation in considering a sampling scheme is that by
reducing the time demand on the monitor, it is possible to consider using
a programmable device. Programmable devices ‘are typically slower but
more flexible and thus applicable to a wider range of monitoring tasks.

If the monitoring device has a sampling rate of S samples per second
and the device has an operating rate of C cycles per second, then the percent
cycle coverage is given by

Percent Cycle Coverage (PCC) = 100°S

C
When the device being monitored is asynchronous, then the cycles per
second measured may be taken as the maximum number of cycles possible for

(3.14)
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the device propagation delay.

3.4.3.4 Composite Measure

At this point it would be useful to attempt to define the overall
idea of module monitoring capability as a composite of PFM, PIC, and
PCC. For example one might consider a weighted sum of these components
such that,

MCI = « PFM + 8 PIC + y PCC. (3.15)

The problem then becomes one of choosing appropriate values for the
coefficients a, 8 and y. In such a formulation the weights are directly
determined by the relative importance of the percent of the function
monitored, the percent input coverage and the percentage of the total
number of cycles covered. Additional work needs to be done to both
validate this basic equation and to determine o, 8 and y or their equiva-
lents.

As an example of an application of a composite measure, consider
the following values:

PFM = 84%,
PIC = 100%,
PCC = 100%.

One might consider that the composite monitoring capability provided is
given by an index of 0.95 (ie., a = 8 = y = 1/3). The confidence level,
however, is no better than the total fault coverage of the data supplied
to the module by the system.

For the second example (Figure 3.3) the entire module is monitored
resulting in a PFM of 100%. The other measures are taken as hypothetical.
Sampling hardware can, in general, readily provide 100% input coverage
and must produce less than 100% cycle coverage. An example of cycle
coverage can be given by typifying the sampling device as a micro-
processor. Estimates of performance are given in Table 3.1.
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Estimate of the Number of CPU

Cycles to run an ALU emulation = 600
Cycle time (Z-80 example) = 120ns
Total Emulation time = 72us
S = Sample rate = 14-103 /s
Worst case (fastest) delay of ALU = 110ns
C = Worst case (most) cycles/s = 9-106 c/s
Cycle Coverage = 100 * S/C =  0.15%

Table 3.1 Example Cycle Coverage

For the ALU then

MCI: PFC = 100%
PIC = 100%
PCC = 0.15%

Intuitively, the cycle coverage seems less significant since the same
amount of testing may be obtained by allowing more elapsed time. As long
as the elapsed time does not become significant with respect to system time
constants, the cycle coverage reduction may not practically affect the
usefulness of the BIT.

Since considerations such as this are so dependent on system factors,
it may be found that the composite measure can best be defined in a
system dependent way.
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In conclusion if meaningful statements can be made about the data
seen by a module in a certain period of time, then something can be said
about the confidence level. For example, if a module with BIT which
has PFM = 100%, PIC = 100%, PCC = 100%, and for which input data
constituting a complete test set has been processed (within certain
time 1imits), then the pass/fail indication may be interpreted with
100% confidence. Remove any of the above qualifiers and it is not
clear what can be said about confidence level. Confidence level is
generally a measure of active, not passive behavior. Therefore, if a
BIT circuit has an active mode in which it is possible to insert test
words, only then would it be possible to define a meaningful confidence
level.
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4.0 APPROACHES TO BIT FOR QED MODULES

The preceding sections have presented an overview of possible
approaches for built-in-test of functional digital logic modules.
Various general approaches to module level fault detection have been
suggested including replication and a standard BIT sampling technique
as well as several general purpose BIT circuits.

This section considers specific approaches to built-in-test. In
particular, the members of the QED module family have been grouped
according to the logical functions which they perform and recommended
test approaches proposed.

The resulting functional module classifications for the QED
family are:

FROGESS CRte INTERFACE CLASS
Arithmetic Logic Unit Asynchronous Serial Interface
Parallel Multiplier Dual Parallel 8-bit Interface
Index Counter Dual 8-bit Switch
Microprocessors NTDS to TTL Buffer

TTL to NTDS Buffer
MEMORY CLASS

Random Access Memory, TTL CONTROL CLASS
Read-Only Memory, TTL Programmable Timing Generator
Dual FIFO Memory Priority Encoder

Random Access Memory, MOS
Read-Only Memory, MOS
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4.1 Built-In-Test for Memory Class Modules

There are five QED modules in the memory class. These modules will be
examined in three gfbups according to function, as listed below:

Group I
Random Access Memory (RAM) TTL
Random Access Memory MOS

Group II
Read-Only - Memory (ROM) TTL
Read-Only - Memory MOS

Group III
First-In-First-Out Memory (FIFO)

The modules within each group provide the identical function to the
user and therefore will be treated as one type of module. Any BIT tech-
nique that is beneficial to a TTL type memory will be equally beneficial
for MOS memory monitoring.

The memory class modules are characterized by their ability to store
data. This data can be program object code, numerical data, character
representations, etc. The data storage format is in eight-bit bytes for
all memory modules.

The BIT approach recommended in this sectifon for the memory modu’es
includes a parity generator/checker as a standard approach to monitoring
module interface circuitry and interconnections. This standard BIT
circuit is described in Section 4.1.5. Additional BIT techniques which
provide monitoring of data within the module are examined in the following
subsections.

4.1.1 Random Access Memories

There are two basically different approaches to checking memory
modules that have contrasting effects on the system designer. One
approach is off-line testing, which is when the module is tested, it is
put into a test mode so that normal processing cannot be done. The
other approach is on-line. That is the module monitoring is performed
on real data in real time with no resulting Timitation on system throughput
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or overail speed. Of the various methods of on-line testing, replica-
tion and coding are the most practical approaches for RAM testing.

4.1.1.1 Duplication

Replication of the memory circuits is a straightforward technique
for providing error detection. In the write mode each data word is
stored in two separate memory circuits and when the data is read out
of the memory module, the two are compared. Thus any differences in-
dicate a fault has occurred. This method of fault checking detects
all errors in the memory including multiple bit faults and addressing
errors. A block diagram of this expensive approach is shown in Figure
4.1,

4.1.1.2 Parity

Coding techniques offer a significant reduction in haraware over
duplication at the expense of a decrease in fault detection capability.
Single bit per word parity, the simplest coding technique, is also the
most common memory error detection technique. To implement parity an
additional bit is added to each data word and the value of this bit is
determined so as to make the sum of the number of one bits in the word
an odd number for odd parity, an even number for even parity. When the
data is read out, the parity is again generated for the data bits and
compared to the stored parity bit. If these two parity bits are not the
same, a fault is indicated. This coding detects all errors in an odd
number of bits which include all single bit errors. A block diagram of
a RAM module using parity is shown in Figure 4.2.

The QED memory modules are constructed using RAM circuits such that
each memory integrated circuit contributes only one bit to the data word.
It is therefore possible to detect both addressing errors and memory
cell failures as long as there are an odd number of total errors in the
data word. Single bit parity cannot detect faults in an even number
of bits. It is possible to detect a greater number of multiple errors
if a greater number of check bits are used. Unfortunately, these alter-
natives do not increase the fault detection capability as fast as hardware
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costs and will not be pursued at this time.

The question must be asked as to the likelihood of multiple bit
failures in the memory modules currently being considered. The follow-
ing provides some insight into the likelihood of multiple fault occurrence.

To compute the probability of occurrence of an even number of
failures, consider the case of two simultaneous memory chip outages in
a 1K X 9-bit RAM constructed from 1K X 1-bit memory integrated circuits.
For a single data word to have two bits in error, the fault must occur
at the same memory address. If ms represents the event that memory m
has a failure at address i and if n; represents the event that memory
n has a failure in location i, then the joint probability occurrence of
simultaneous failure is

P (mifny) = P (my) P (n;) (4.7)
if the two events are statistically independent. If the probability of
occurrence of a failure in any memory location is equally likely for each
of two memory integrated circuits then the probability that the ith
memory location will fail is

P (mi) =P (n;) = 1/N, (4.2)

i
for an N- word memory. For example if N = 1024, then the probability of
two simultaneous failures in memories m and n in the 1.th memory address is

L 1 . 1 5 -6
Since double bit errors can occur in any pair of memories, the combi-
nation of nine things taken two at a time, which is equal to 36, must be
multiplied with the result from equation (3.4) to obtain the probability
of a double bit error, Pa. Therefore,

P. =36 - (yopgp) * (Toog) = 3-43 X 107°  (4.)

[
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which means that of the possible errors in the memory locations only
about three in 10,000 will be double bit errors.

One can readily see that the occurrence of more than two simulta-
neous, even number of failures is much less likely under the same
assumptions. Thus multiple, even number of bit failures are not of
major concern in parity checking approaches for properly organized
memories.

4.1.1.3 Single BIT Error Correction

It is possible to correct errors in memory systems with the use
of multiple check bits. For single bit error correction the number of
check bits required may be determined by the inequality:

X > mrk+1 (4.5)

where m = number of data bits, and k = number of Hamming parity bits i
or check bits [g]. Solving this equation where m = 8, shows that a

minimum of 4 check bits are needed to correct single bit errors in 8 ‘
bit data words. While it may appear that 4 bits to check 8 bits is a
considerable amount of overhead, error correction can improve the MTBF.
This is something that simple error detection can never do. Error
correction works by generating and storing k (Equation 4.5) parity bits
from specific subsets of bits from the data word. When the data is

read out, the parity generation process is repeated on the data bits.

If these two sets of bits are different, an error has occurred. The
bit pattern made by the exclusive OR~-ing of the two sets of parity bits
can be decoded to indicate in which bit position the error has occurred.
This bit is complemented which corrects the error. Error correction as
described cannot correct multiple bit errors and cannot detect most
multiple bit errors. A block diagram illustrating this approach for a
QED RAM module is shown in Figure 4.3.

4,1.1.4 Off-Line Testing

To provide built-in-test in an off-line mode, it is necessary to
provide a test pattern generator on the module. The most common type
of bit pattern used to check a RAM is a "checker board" (alternating ones
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and zeroes) pattern which is easily generated. While a cyclic pseudo-
random generator can also be utilized as an input sequence , a simple
shift register can be used to generate an alternating one and zeroes
test pattern with less hardware. To check for all stuck-at-faults, it
is necessary to write and read back a one and a zero in each bit posi-
tion so actually two tests patterns (one the inverse of the other) are
needed. After the test pattern has been written into memory, the pattern
generator is restarted and the bit pattern read from the memory is com-
pared to the regenerated input bit pattern. Any pair of bits that are
different indicates a fault. A block diagram of a RAM module with off-
line BIT is shown in Figure 4.4.

In using test pattern techniques, it is necessary to provide a method
of bus isolation within the module so that the test patterns are not
propagated throughout the whole system. Other necessary functions are
a clock, an address counter, and some basic control for the test mode
operation. 'In all off-line testing that is performed while the system
is operating, the system designer must make provisions for restoring
the data in the tested modules so it will not be lost because of the
test.

4.1.1.5 Recommendations

The recommended approach for the built-in-test of the RAM modules
is word parity. A block diagram of a module with word parity is
shown in Figure 4.5. This method is recommended because it uses the
least additional hardware while providing a high error detection capabili-
ty. It is clear that the parity technique uses the least number of
additional memory circuits, since the parity approach uses only one
additional memory circuit, the error correction approagh uses four,
and the duplication approach uses eight. The off-line approach requires
no additional memory circuits, but is does use a substantial number of
MSI and SSI packages. Because of the strong correlation between the
number of packages (especially complex memory circuits) and costs (board
space, power and failure rate) it is of fundamental concern to minimize
this parameter. The parity approach certainly satisfies this goal. The
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slight reduction in the fault detection capability of the parity
approach is of little concern. Built-in-test wusing parity on the
RAM modules can detect single bit errors in over 99 percent of the
module's gates, which is near perfect by most any measure.

The particular drawbacks of the other BIT approaches will be
further explained. The memory duplication technique is the most costly
in terms of added circuitry and increased failure rate at the module
level. Furthermore, at the system level, memory modules are often the
most heavily used, so that simple module duplication would result in
a very expensive system. Duplication offers no significant advantage
over word parity. Therefore, the duplication technique is not recommended
for any potential memory applications.

In general, error correction techniques are desirable only if
advantage is taken of the fact that the error has been corrected. There-
fore, no repair/replacement is necessary when an internal error has been
corrected. A module error then translates into a multiple bit memory
error. In using the single bit error correction technique described for
the RAM module, the module error detection capability is less than 25
percent for the double bit errors. This means that even though the
module will operate properly for a greater length of time, there is a
low probability that a module error will be detected. This then violates
the basic BIT goals of high module error detection capability which is
why this error correction method is not recommended.

The off-1line mode of testing RAMs is a less practical BIT method
for a number of reasons. Unless the checking is done prior to the
initialization of system data, the contents of the memories under test
must be temporarily moved to another location. While this protection
of data is not difficult, it is a potential source of error and further
increases the time necessary to complete a test. Because of the potential-
1y long period between testing times, errors are not quickly detected,
reducing the confidence in the system outputs. The biggest disadvantage
of off-line testing is that it takes time away from the system. While
not critical in all applications, it is unlikely that system designers
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would welcome these restrictions and the added design effort needed
to control the timing of the tests.

4.1.2 Read Only Memories

Read-only memories (ROMs) function in the same manner as RAMs
during read cycles and can be tested using similar techniques. The
on-line modes of providing BIT to RAMs are theoretically directly
applicable to testing ROMs. A full description will not be repeated
but there are a few modifications that must be noted. With respect to
duplication of memory circuits, the only functional change from the RAM
diagram is duplication of the package enable decoder so that each de-
coder can drive a separate ROM array. The coding and storage of the
check bits for error correction is the same as the RAM except that the
code is programmed in other ROMs and there is no code generation done
on the module (only code checking).

A problem of geometry arises when implementing parity on a ROM
memory in a method similar to a RAM memory. A RAM circuit may only
be one bit wide; that is to say for each address only one bit may be
read or written. To provide a memory with multiple bit words, a number
of RAM circuits are used with their address lines bused together so that
each RAM integrated circuit supplies one bit of the data word. To add
a parity bit the designer simply adds one more RAM circuit to the address
bus to store the parity bit for each data word. This point is illustrated
in Figure 4.6.

In contrast to the RAM case, typical commercially available ROM
circuits are either four or eight bits wide, so that for each address
four or eight bits are output at one time. Since ROMs are not commercially
available in one bit wide (or nine bit wide) configurations, the addition
of a ROM in a manner like the RAM is impossible. Parity can still be
added in an efficient manner as shown in Figure 4.7. The specific arrange-
ment of the ROM circuits on the QED module is four circuits, each having
512 eight-bit wide words. Four enable lines are decoded from the address
so that only one of the four circuits provides the output of the module.
Parity can be added to the module with the addition of a 512 by 4 bit
ROM. The nine address lines that are connected to the four data ROMs
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will also be connected to the parity ROM. The single parity bit for
each data word can easily be decoded from the 4 available from the
parity ROM by a select 1 of 4 decoder connected to the circuit enable
lines. Using this technique all ROM storage is utilized and the addi-
tional BIT circuitry is not excessive.

The off-1line technique described for use in the RAM module is
not suitable for use with the ROM module because the testing circuitry
cannot write data into the ROM. However, another off-line approach,
longitudinal parity, can be used to provide BIT for the ROM modules.
This is achieved by stepping through each address of the ROM and calcu-
lating the parity on each bit position. Using eight modulo-2 counters,
a longitudinal parity word is generated which can be compared with a
fixed constant to verify the correctness of the data in the ROM. The
fixed constant would most economically be stored in one of the ROM
locations, so that the 2048 word ROM module would become a ROM module
with 2047 useable locations. A diagram of this approach is shown in
Figure 4.8.

The recommended BIT approach for the ROM module is word parity and
a block diagram of such is shown in Figure 4.9. The methodology for
selecting the best BIT method is identical to the RAM module. The word
parity implementation provides a check on almost the entire memory module
with a relatively small increase in hardware. This BIT technique can
detect all single bit stuck-at-faults within the ROM integrated circuits
and some internal addressing decoder errors. While this approach cannot
detect all addressing errors, it will generally detect half of them.
This reduction in error detection capability affects the overall fault
detection capability only in an inappreciably way.

The major drawbacks of each of the other BIT methods will now be
considered. The major disadvantage of the off-line approach is the large
number of additional packages necessary for BIT. This does not affect
the failure rate as much as<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>